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1. Infroduction

1.1 This computer use policy covers the minimum specification for hardware and
software, with guidelines on the use of social media whilst staff are associated with
CYM. Most users employ their own computers on home networks, so the policy also
covers Bring Your Own Device provisions, in particular with regard to security and
compliance, as antivirus and other security software must be kept up-to-date. The
policy also includes provisions for the use of the system and file access and storage
arrangements in SharePoint and Microsoft Team:s.

2. Scope

2.1 This policy applies to everyone who uses CYM's [T infrastructure and/or equipment
and the aim of it is to explain acceptable computer use. CYM's email and internet is
provided during working hours and your use must comply with all organisation policies
and procedures.

3. Confidential Data

3.1 Confidential data is valuable and is to be kept secret. CYM confidential data
includes:

3.1.1 Unpublished financial information
3.1.2 Data of customers/partners/vendors
3.1.3 Patents, formulas or new technologies
3.1.4 Customer lists (existing and prospective)
3.2 You are obliged to protect this data.
3.3 Security measures are put in place to:
3.3.1 Protect information from unauthorised access or misuse.
3.3.2 Ensure the confidentiality of information.

3.3.3 Maintain the integrity of information.
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3.3.4 Maintain the availability of information systems and information for service
delivery.

3.3.5 Comply with regulatory, contractual and legal requirements.
3.3.6 Maintain physical, logical, environmental and communications security.

3.3.7 Dispose of information in an appropriate and secure manner when it is no
longer in use.

4. File access and storage arrangements in SharePoint and Microsoft Teams

4.1 You will be granted access to those SharePoint folders/Microsoft Teams teams you
need to manage your work. In all cases, CYM files must be accessed, worked on and
filed in SharePoint or Microsoft Teams — do not save CYM files to the device you are
using.

5. Personal and company devices

5.1 When you use your own digital devices to access company emails or accounts, you
infroduce a security risk to company data. You must keep both your personal and
company-issued computer, tablet and mobile phone secure.

5.2 The computer you use for your work with CYM must have the current supported
version(s) of the Windows operating system and Microsoft 365 for Business (Education
Edition). You must also have approved anti-virus software installed and the Windows
Defender (or other approved) software firewall enabled.

5.3 You must set your computer to update automatically when software or hardware
manufacturers issue patches and updates. IT support can assist you in this respect.

5.4 If installed, you must not disable any remote management and monitoring
software.

5.5 If you work from home, your internet access via your home router must not use a
manufacturer’'s default name and/or password. You will be provided with support as to
how to change the defaults.

5.6 In addition, to keep your device secure, make sure you do the following:
5.6.1 Keep all devices password protected.
5.6.2 Do not leave devices exposed or unattended.
5.6.3 Lock your device when you are not at your desk (Ctrl Alt Del)
5.6.4 Do not access CYM systems from other people’s devices.

5.6.5 Do not lend your device to others.
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6. Managing passwords

6.1 Password leaks are a major security risk, since they can compromise CYM's entire
infrastructure. Not only should passwords be secure so they will not be brute-forced
easily, but they should also remain secret. For this reason, you must:

6.1.1 Choose passwords that conform to the schema below - with a minimum
length of 15 characters, including capital and lower-case letters, numbers and
symbols.

6.1.2 Avoid information that can be guessed easily (e.g. birthdays).

6.1.3 As you require a different password for each service you use —remembering
passwords becomes impossible. It is possible to keep a paper copy of passwords,
but this is discouraged. Encrypted digital solutions are more secure. Reputable
online password banks and encrypted Microsoft Word, Excel or OneNote
documents are approved password digital storage.

6.1.4 Do not share your passwords unless instructed by a senior manager who has
the authority to issue the instruction.

6.1.5 Use a unique password for your CYM account.

6.1.6 If you believe your password has been compromised, change the password
and then report the suspected compromise to your line manager, who will inform
IT support.

6.1.7 Change your password if IT support issues you with an instruction to do so

6.1.8 Structure of secure passwords: The following is provided as a guide for
secure passwords:

We can calculate the

Add some spice password'’s strength — this is
called entropy:

include some uppercase letters

Choose three random words clockscissorsbell
This is the NCSC minimum separate the words with entropy = 79.9
two-digit numbers
clockscissorsbell cloCk43sciSsors65bellSS
finish off with two special entropy = 150.76
But we want better than that characters

The bigger the number the
better

43 65 SS o

6.1.9 Multifactor authentication using your phone should be enabled whenever
possible. Never share a one-time password.
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7. Data transfers
7.1 Transferring data introduces security risk. You must:

7.1.1 Avoid transferring sensitive data (e.g. customer information, employee
records) to other devices or accounts unless absolutely necessary. When mass
transfer of such data is needed, please ask IT support for help.

7.1.2 Share confidential data over the CYM network/system and not over public
Wi-Fi or private connection.

7.1.3 Ensure that the recipients of the data are properly authorised people or
organisations and have adequate security policies.

7.1.4 Report scams, privacy breaches and hacking attempts.

7.2 1T support need to know about scams, breaches and malware so they can better
protect our infrastructure. For this reason, please report perceived attacks, suspicious
emails or phishing attempts as soon as possible to your line manager, who must
investigate promptly, resolve the issue and send a CYM-wide alert when necessary.

7.3 IT support are responsible for tfraining employees on how to detect scam emails. We
encourage you to contact them with any questions or concerns.

8. Additional measures
8.1 To reduce the likelihood of security breaches, you must:

8.1.1 Turn off your screen and lock your devices when leaving your desk,
including when working remotely.

8.1.2 Report stolen or damaged equipment as soon as possible to your line
manager.

8.1.3 Change all account passwords at once when a device is stolen.
8.1.4 Report a perceived threat or possible security weakness in CYM system:s.

8.1.5 Not download suspicious, unauthorised or illegal software on your CYM
equipment.

8.1.6 Not access suspicious websites.
8.2 IT support will:

8.2.1 Control access to the global administrator accounts in conjunction with
CYM management.

8.2.2 Install firewalls, anti-virus sofftware and access authentication systems as
required.

8.2.3 Follow these policies provisions as other employees do.
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8.3 Cyber security support will:
8.3.1 Arrange for security training for all employees.

8.3.2 Inform employees regularly about new scam emails or viruses and ways to
combat them.

8.3.3 Investigate security breaches thoroughly.

8.3.4 Carry out these tasks in conjunction with IT support.

8.3.5 Follow these policies provisions as other employees do.
9. Social media and email use

9.1 The updates in IT infrastructure, including social media, has significantly improved
organisation operations and efficiencies. However, you must use our IT and
communications facilities (including social media accounts) sensibly, professionally,
lawfully, consistently with your duties and in accordance with this policy and other
organisation rules and procedures.

9.2 Many aspects of communication are protected by intellectual property rights and
these can be infringed in several ways: downloading, copying, possessing and
distributing material from the internet may be an infringement of copyright or of other
IP rights.

9.3 While we may give you access to e-mail, internet, and social media for organisation
use, we understand that you might want to use them occasionally for personal use.

9.3.1 Your work email address should not be used to send personal emails.

9.3.2 You should regularly review your emails to archive or delete those that
contain information that is no longer required for CYM to comply with its
obligations under the Data Protection Act 1998.

9.3.3 You should not send personal emails, use the internet, or use personal social
media accounts for personal reasons during work time unless a matter is urgent.

9.3.4 You can check your personal email, use the internet and social media
accounts during break times, remembering to comply with this policy.

9.4 CYM will not tolerate use of email and internet for unofficial or inappropriate
purposes, including:

e any messages that could constitute bullying, harassment or other detriment.
e accessing social networking sites such as Facebook during work fime.

e on-line gambling.

e qaccessing or fransmitting pornography.

e accessing other offensive, obscene or otherwise unacceptable material.

e transmitting copyright information and/or any software available to the user.
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e posting confidential information about other employees, CYM or its volunteers or
service users.

9.5 While Social Media is a great way for CYM to promote its reputation and build new
relationships with new and existing service users, it can also be distracting and have a
negative effect on your work. It's important that when it is used at work, it is used in a
way that does not negatively affect CYM's reputation.

9.5.1 This area applies to all employees who use social media either for personal
or professional reasons. Social media may blur the boundaries between what is
home and work. Access is often public, even amongst a limited group of
connected accounts, and comments are often permanent.

9.5.2 We ask you to be honest and respectful when using social media and
remember that everything posted on there may be tracked back to the source.

9.5.3 All content posted on social media accounts, both in a work and personal
capacity, must fit with CYM ethos, CSR and marketing brands.

9.5.4 When using social media, either in a personal or work capacity, during or
outside working hours, posts on social media must not:

e compromise CYM, disclose confidential data or disclose sensitive data .
e damage CYM's reputation or brand.

e breach copyright or data protection.

e contain libel or defamatory content.

e engage in bullying or harassment.

e be ofillegal, sexual or offensive content.

e interfere with your work commitments.

e Use the name of CYM to promote products or political opinions.

9.6 Social media content from you which breaches the terms of this policy, or the other
related policies, may result in an investigation and disciplinary action under CYM's
disciplinary policy.

10. Disciplinary action

10.1 You must always follow this policy, and those who cause security breaches may
face disciplinary action:

10.1.1 Unintentional, small-scale security breach: we shall arrange further training
on security for you.

10.1.2 Intentional, repeated or large-scale breaches (which cause severe
financial or other damage): we shall instigate disciplinary action up to and
including termination.

10.2 Each incident will be examined on a case-by-case basis.
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10.3 Additionally, if you are observed to disregard CYM'’s security instructions you will
face progressive disciplinary action, even if your behaviour has not resulted in a

security breach.

END



